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1. Overview

This project involved the design, implementation, and successful deployment
of a full-stack 3-Tier Architecture on Amazon Web Services (AWS). The goal
was to build a secure, highly available environment that separates the
presentation layer (Web), logic layer (App), and data layer (Database) to ensure
optimal performance and security.

2. Technical Implementation

The infrastructure was built within a custom Virtual Private Cloud (VPC). Key
technical milestones included:

« Presentation Layer: Configured Nginx as a high-performance web server
and reverse proxy to serve a React frontend.

» Logic Layer: Deployed a Node.js backend managed by PM2 to ensure
persistent application uptime.


http://www.linkedin.com/in/harshikaaaa
https://harshika-devops.online/

« Data Layer: Provisioned an Amazon Aurora RDS (MySQL-compatible)
cluster for scalable and reliable data storage.

« Traffic Management: Implemented an Application Load Balancer (ALB)
to handle external traffic, secured with SSL/TLS certificates via AWS
Certificate Manager (ACM).

« DNS Management: Integrated a custom domain harshika-devops.online
using Amazon Route 53 to provide a user-friendly entry point to the
application.

3. Key Successes & Problem Solving

A significant portion of the project focused on advanced troubleshooting in a
Linux-based cloud environment. Challenges regarding SELinux policies, cross-
layer permissions, and Target Group health checks were successfully identified
and resolved. This demonstrated a deep understanding of networking
protocols, security groups, and the interaction between Nginx and backend
services.

4. Conclusion

The project was successfully verified by accessing the application over a secure
HTTPS connection, with full data persistence confirmed from the frontend to
the Aurora database. The infrastructure was then decommissioned following
the strict cleanup protocol to ensure cost-efficiency and security best practices.



Phase 1: The Foundation (Networking & Database)

In this phase, we create the (VPC)and (RDS), where your data stays.

Step 1.1: Create the VPC

1.

2.

8.

9.

Go to the VPC Dashboard in the AWS Console.

Click Create VPC.

. Select "VPC and more" (this is the easiest way to ensure subnets and

Gateways are linked correctly).

Name tag: 3Tier-VPC

. IPv4 CIDR block: 10.0.0.0/16

Number of Availability Zones (AZs): Select 2 (for High Availability).

. Number of Public Subnets: 2

Number of Private Subnets: 2

NAT Gateways: Select 1 per AZ.

10.Click Create VPC.

es Sign-Ir &l - &8 X

~ hittps://us-east-1.console.aws.amazon.com
hqol
VPC | us-east-1
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~_ https//us-east-1.console.aws.amazon.com
X
vpcs | VPC Console

(2] Q (o] & United States (N. Virginia) v

ic... v | 1PvaCIDR v | vecDr

1C

vpc-Oce1dae765b0d6b80 / 3Tier-VPC-vpc

Subnets (4) Network Conne

Subnets within this VPC

us-east-1a

us-east-1b
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Step 1.2: Security Group for Database (RDS)
1. Go to EC2 Dashboard -> Security Groups.
2. Click Create Security Group.
3. Name: RDS-SG
4. VPC: Select your 3Tier-VPC.
5. Inbound Rules:
o Type: MySQL/Aurora (Port 3306)

o Source: For now, set to 0.0.0.0/0 (We will restrict this to the App-
Tier SG later once we create it).

6. Click Create.



https://us-east-1.console.aws.amazon.com
SecurityGroup | EC2 | us-east-1

B 4 @ [ United States N. Virginia) ¥

@ Security group (sg-01f644fc2e33cef66 | RDS-5G) was created successfully
» Details

sg-01f644fc2e33cef66 - RDS-SG

Details

Security group name i Description
S-5G 6 IT] RDS-5G

I5) RDS-5¢

Inbound rules Outbound rules Sharing VPC associations Related resources - new

Inbound rules (1)
Q seorct
Name g leld v | IPversion v | Protacol

IPv4 MY ora TCP
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Step 1.3: Create the RDS Instance
1. Go to the RDS Dashboard -> Databases -> Create database.
2. Choose a creation method: Standard create.
3. Engine options: VIySQOL.
4. Templates: Free Tier (Crucial to avoid costs!).
5. Settings:
o DB instance identifier: pro-database
o Master username: admin
o Master password: kastro2025
6. Connectivity:
o VPC: 3Tier-VPC
o Public access: No (It must stay in a private subnet).

o Existing VPC security groups: Select RDS-SG (remove the 'default’
one).

7. Additional configuration:



o Initial database name: webappdb

8. Click Create database. (Note: This takes about 5—-10 minutes).

D ast-1.console.aws.amazon.com
p tab, atabase Details | Aurora and RDS | us-east-1

B 8 @ @  unitedsttes N viginia ¥

pro-database

Summary

DB identifier Status Role i Recommendations.
pro-database Instance Community

Class Current acti Region & AZ
db.tdg.micro == s-east-1b

Irity Monitoring Logs & events Configuration Zero-ETL integrations Maintenance & backups Data migrations RETH Recommendations

Connect using  Info

© Code snip) CloudShell Endpoints
P Joe-for 3 cuic €U that taunches Jse

Internet access gateway Authentication
(5) Disabled ( Disabled

Programming language  Endpoint type

MySQL (macos) ¥ Instance endpoint v

Connection step
oliow t elow to paste the code of ea

[ Cloudshell  Feedback  [¥ oy es Inc. or its affiliates,  Privacy  Terms

Step 1.4: Create the S3 Bucket
1. Go to S3 Dashboard -> Create bucket.

2. Bucket name: harshika-3tier-app-code (must be unique).

. https;//us-east-1.console.aws.amazon.com

™ Create 53 bucket | 53 | us-east-1

® @ Unredstates (. virginio) ¥

Create bucket ..

8 sntainers

General configuration

AWS Region
US East (N. Virginia) us-east-1

Bucket type

Bucket namespace

O Global names

Account Regional namespace (recommended)

Bucket name

ing bucket - optional

3. Region: Ensure it matches your VPC (e.g., ap-south-1).



4. Object Ownership: ACLs enabled.
5. Block Public Access: Uncheck all (we need this for the web-tier later).

6. Click Create bucket.

Buckets

General purpose buckets [FAIFAWS'Regions Directory buckets

General purpose buckets (1) info

©

Buckets are containers for data stored in S3.

Q, Find buckets b

Name AWS Region v | Creation date

April 2, 2026, 14:48:22

harshika-3tie de US East (N. Virgini -east-1
harshika-3tier-app-code ast ( irginia) us-eas (UTC+05:30)

Phase 2: The Application Tier (Backend)

In this phase, we will launch an EC2 instance, install the backend code, and
connect it to the database we created in phase 1.

Step 2.1: Create App-Server Security Group
1. Go to EC2 Dashboard -> Security Groups -> Create Security Group.
2. Name: App-Server-SG
3. VPC: Select your 3Tier-VPC.
4. Inbound Rules:
o Rule 1: Type: SSH (Port 22) | Source: 0.0.0.0/0 (So we can log in).

o Rule 2: Type: Custom TCP (Port: 4000 ) | Source: 0.0.0.0/0 (This is
the port our Node.js app runs on).

5. Click Create.



. https;//us-east-1.console.aws.amazon.com

SecurityGroup | EC2 | us-east-1

B 4 @ @ United States (N. Virginia) ¥

@ Security group (sg-072f0216805323162 | App-Server-5G) was created successfully
» Details

sg-072f02f6805aa316a - App-Server-SG

Details
Security group name
3 A G a [[u]

Inbound rules count Outbound rules count
2 Permission entries 1 Permission entry

Outbound rules Sharing VPC associations Related resources - new Tags

Inbound rules (2) (" Edit inbound r
Q Ssearch 1 ]
Name @ | SecuritygrouprulelD ¥ | IPversion v | Protocol © | Portrange v | Source v | Description
= 6 TP 22 0.0.0.0/0

- sqr-07746: 4 v Custom TCP TP 4000 0.0.0.0/0

[ CloudShell  Feedback

Step 2.2: Launch the App-Server EC2
1. Go to EC2 Dashboard -> Instances -> Launch Instance.
2. Name: App-Server
3. AMI: Amazon Linux 2023 (Free Tier).
4. Instance Type: t3.micro (Free Tier).

5. Key Pair: Create a new key pair.

Create key pair
Key pair name
App-Server-Key
Cll charact

Key pair type
© RsSA

nd pub

D™ When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn
more "




6. Network Settings:

VPC: 3Tier-VPC

O

o Subnet: Select a Private Subnet (e.g., 3Tier-VPC-subnet-privatel).

Auto-assign Public IP: Disable (Private instances don't need public

IPs).
o Security Group: Select App-Server-SG.
7. I1AM Instance Profile: Create an IAM Role for EC2 with and
and attach it here.
# & C  Amazon Web Services Sign-In e §) - - DO X

https://us-east-1.console.aws.amazon.com

X8 Create role | IAM | Global

FA Searct
HH Q, Search Global ¥ Harshika

Create role @

Step 1

Select trusted entity Name, review, and create

Step 2

@ Add permissions Role details

Step 3 Role name
@ Name, review, and create Enter a meaningful name to identify this role.
App-Server-Role

Maximum 64 characters. Use alphanumeric and '+=,.@-_" characters.

Descripti
on for this role

), number

Step 1: Select trusted entities

Trust policy
{
: "2012-10-17",

20
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X B httpsi//us-east-1.console.aws.amazon.com
0]
App-Server-Role | IAM | Global

B & @ @ oo

Harshika

0
@ Role details updated.

-Role

Summary

Creation date Instanice profile AR
02, 7 (UTC+05:3 am:02

Last activity Maximum session duration

8 hours

Trust relationships Tags Last Accessed Revoke sessions

Filter by Type
All types

Policy name (2

» Permissions boundary (not

Feedtock [} € bile App

‘

. https;//us-east-1.console.aws.amazon.com

~ Modify 1AM role | EC2 | us-east-1

B 8 @ @  UnitedStates N Viginia) v

Harshika

Modify IAM role

-

Instance ID

Feedback [ Consale Mobilz App

Privacy  Terms e preferences



8. Click Launch.

’ mazon Web Service ! S

ast-1.console aws.amazon.com

~ https:/jus
X6
Instance details | EC2 | us-east-1

B & @ @

United States (N. Vieginiz) ¥ Harshika

Instance ID Public IPv4 address Private [Pv4 addresses

@ - = 1 51

Instance state Public DNS

Private IP DNS name (IPva only)

I3 ip-10-0-138-151 e« 1

Answer private resource DNS name Instance type Elastic IP addresses

Auto-assigned IP address AWS Compute Optimizer finding

1AM rale Subnet ID

Auto Scaling Graup name
0 su -
Instance Managed
0 am: st- 2 7 f:

Status and alarms Menitoring Security Networking Storage Tags

¥ Instance details infa

AMIID
3 ami-01b14b7a

AMi name
0l

Feedback

Allowed image

Platform details
0 Linux

ion protection

Privacy  Terms  Cookle prefe

Step 2.2.1: Create the Correct Endpoint

1. Service category: Select the radio button for EC2 Instance Connect
Endpoint

Sign-In 2

g < C Ama Neb Services

https://us-east-1.conscle.aws.amazon.com
Connect to instance | EC2 | us-east-1

X &

[Alt+S] @ (En] Fal @ 63 United States (N.V ¥

Harshika

©

Create EC2 Instance
Connect Endpoint

Connect i
Connect to an instance using the bro ed client.
VPC ID

[E] vpc-Oce1dae765b0d6b80O (3Tier-VP
C-vpc)

Instance ID
I i-06f72a2de3dd7ffc7 (App-Server)
1AM role Subnet

Security groups
f [m

2f0 subnet-Oa659e8abdc5eabda (... w

Security group
sg-072f02f6805aa316a (App-... ¥

EC2 Instance Connect SSM Session Manager SSH client >
P> Security group requirements

urity group and
£\ No public IPv4 or IPv6 address assigned
With no public IPv4 or IPv6 address, you can't use EC2 Instance Connect.
Alternatively, you can try connecting using =
End

Instance is not in public subnet
Associated subnet 6
tel-us t-

To use EC2 Instance Connect, your instance must be in a public subnet.

To make E p t a in the subn t

CloudShell Feedback ¥ console Mobile App Privacy Terms Cookie preferences
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2. VPC: .
3. Security Groups:
4. Subnet: Select any Private Subnet from your VPC list.

5. Click Create endpoint.

v Vel n = )
~, httpsi/fus-east-1.console.aws.amazon.com
Connect to instance | EC2 | us-east-1

N Virginia) ¥ Harshika

Create EC2 Instance Connect Endpoint

5b0d6bB0 (3Tier-VPC.
1AM role
15 App-Server-Rol

SSM Session Manager SSH client EC2 serial console 2 3 pp-Serve

» Security group requirements
The t and i
ollo

& No public IPva or IPv6 address assigned

ubnet.

0
Connection type
| © connect using a Public 1P Connect using a Private IP

T

~ hitps;//us-east-1.console.aws.amazon.com
~ Connect to instance | EC2 | us-east-1

B3 L @ 8  UnitedStates(N. Viginia) ¥ ———

m &
A
Instance ID
0 dd7ffc7 (App-Server)

Connection type

Connect using a Public IP o Connect using a Private IP

© Private IPv4 address
I3 10.0.138.151

IPv6 address

EC2 Instance Connect Endpoint

mpleted

Max tunnel duration (seconds)

um allo

e, ec2-user, is correct. Ho ; age instructions to check if the AMI awner h ged the default AMI username.

v
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s (@ httpsi/us-east-1.console.aws.amazon.com
©
Endpoints | VPC Console

(] o @ & United States [N. Virginia) v

Harshika

B ©

Name a e e 5 . v | semi.. v | veCID
3Tier-VPC-vpee... Oceldae765t
- EC2 Instance Connect Endpo.

Select an endpoint

[) Cloudshell  Feedback  [* Console Mobile App Privicy  Tems  Gookle preferences

Once the Black Terminal Opens:
We are now "inside" our private App-Server.

To get the backend running, run these commands one by one:

~ # EC2 Instance Connect |us-east-1 X = 4

us-east-1.console.aws.amazon.com/ec2-instance-col

ssh/home?addressFamily=i

stanceConnectEndpointid =eic

connType=eic

tes (N. Virginia) ¥ Harshika

i-06f72a2de3dd7ffc7 (App-Server)

PrivatelPs: 10.0.138.151
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1. Install Node.js:

Bash
sudo yum update -y

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.39.5/install.sh |
bash

source ~/.bashrc
nvm install 16
nvm use 16

npm install -g pm2

2. Install Git
Run this command to give your server "Git" powers:
Bash

sudo yum install git -y

~ ¥ ECZ2 Instance Connect | us-east-1 X —|— — (] X

!
C (@ https://us-east-1.console.aws.amazon.com/ec2-instance-connect/ss. %) ©= @ '® Chat

aws ] B Harshika (0254-9255-3916) v
2 Q (Ex] Q @ £33 United States (N. Virgi ¥ S

4/8
Verifying perl-File-Find—-1.37—-477.amzn2023.0.7 .noarch

5/8
Verifying perl-Git—2.50.1-1.amzn2023.0.1.noarch

6/8
Verifying perl-TermReadKey—2.38-9.amzn2023.0.2.x86_64

7/8
Verifyving perl-1ib-0.65-477.amzn2023.0.7.x86_64

8/8

Installed:

git—-2.50.1-1.amzn2023.0.1.x86_64 git-core—2.50.1-1.amzn2023.0.1.x86

64 git-core—-doc—2.50.1-1.amzn2023.0.1.noarch perl-Error—1:0.17030-2.amzn2023.
0.1l.nocarch

perl-File—-Find—-1.37-477.amzn2023.0.7 .noarch perl-Gi 50.1-1.amzn2023.0.1l.noa
rch perl-TermReadKey—2.38-9.amzn2023.0.2.x86 64 perl—1i -.65—-477 .amzn2023.0.7.x
86 64

[ec2—user@ —10-0-138-151 ~]$ git ——version
git wversion 2.50.1 .
[ec2—user@ip—-10-0-138-151 ~]% . L 4

E] CloudShell Feedback ¥ console Mobile App Privacy Terms Cookie preferences
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3. Clone the Repository

Now that Git is installed, run the clone command again:
git clone https://github.com/harshika369/AWS3TierApp.gi

cd AWS3TierApp/application-code/app-tier/

(VRIS ChR SR IV EERICHES RN RSIEI i &= clone https://github.com/harshika369/AWS3Tier
i git clone https://github.com/harshika369/AWS3TierA

into "AWS3TierApp'...

Enumerating objects: 59, done.

Counting objects: 100% (59/59), done.

Compressing objects: 100% (53/53), done.
remote: Total 59 (delta 7), reused 0 (delta 0), pack-reused 0 (from 0)
Receiving objects: 100% (59/59), 357.49 KiB | 23.83 MiB/s, done.
Resolving deltas: 100% (7/7), done.
[ec2—user@ip-10-0-138-151 ~]1% D

4. Environment Preparation

First, install the necessary tools to communicate with the database and
manage the Node.js process.

# Update and install MariaDB (for manual DB checks)

sudo dnf install mariadb105 -y

N~ o EC2 Instance Connect | us-east-1 X —|—

. —_
C ( & https://us-east-1.console.aws.amazon.com/ec2-instance-connec... @ %) ©= @. W Chat

Harshika (0254-9255-3916) v

-a WS—, Q L (@) €3 United States (N. Virginia) v Harshika

Installing : mariadbl05-3:10.5.29-1.amzn2023.0.1.x86_64
Running scriptlet: mariadbl05-3:10.5.29-1.amzn2023.0.1.x8 G_EZS
Verifying : mariadb—connector—c—3.3.10—1.amzn2023.0.i{f§86764
Verifying : mariadb-connector-c-config-3.3. lO*l.amznéégS.O.l.noarch
Verifying H mariadb10573:10.5.2971.a1nzn2023.0.1.386_(2525
Verifying H mariad.'blOS—common—3:10.5.29—1.amzn2023.0:.311,?386764
Verifying : perl-Sys—Hostname-1.23-477.amzn2023.0.7 .;1(;;2764

5/5

Installed:
mariadb-connector-c—3.3.10-1.amzn2023.0.1.x86_64 mariadb-connector-c—config-3.3.10-1.a
mzn2023.0.1.noarch mariadbl05-3:10.5.29-1.amzn2023.0.1.x86_64
mariadblO5-common—-3:10.5.29-1.amzn2023.0.1.x86_ 64 perl-Sys—Hostname-1.23-477.amzn2023.0
.7.x86_64

Complete!
[ec2-user@ip-10-0-138-151 ~]$ mariadb —-—version

b 10.5.29-MariaDB, for Linux (x86_64) using EditLine wrapper
[ec2-user@ip-10-0-138-151 ~]% D

i-06f72a2de3dd7ffc7 (App-Server)
PrivatelPs: 10.0.138.151
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# Install Node.js Process Manager (PM2)
sudo npm install -g pm2

5. Directory & Dependencies

cd /home/ec2-user/AWS3TierApp/application-code/app-tier/
npm install mysql2

6. Update DbConfig.js

Vi DbConfig.js

ec2-user@ip-10-0-138-151 ~]% cd AWS3TierApp/application-code/app-tier/

ec2-user@ip-10-0-138-151 app-tier]$ vi DbConfig.js

module.exports = Object.freeze({
DB_HOST: 'pro-database.c6lgu8wgyg9t.us-east-1.rds.amazonaws.com’,
DB_USER: 'admin’,
DB_PWD: 'kastro2025',

DB_DATABASE: 'webappdb'

-
C | @ https://us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFamily=ipv4&iconnType = eice&tinstance ectEndpointld=eice- { o= g ¥ Chat

[AL€3] B L8 United States (N. Virginia) ¥

Harshika
lconst mysql
[k

* Database Configuration
* Updated with your RDS Instance details

-— INSERT --
s |

@ Cloudshell Feedback [ console Mobile App © 2026, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences



7. Update TransactionService.js

cat <<EOF > /home/ec2-user/AWS3TierApp/application-code/app-
tier/TransactionService.js

const dbcreds = require('./DbConfig');

const mysqgl = require('mysql2');

const con = mysql.createConnection({
host: dbcreds.DB_HOST,
user: dbcreds.DB_USER,
password: dbcreds.DB_PWD,
database: dbcreds.DB_DATABASE
});
function addTransaction(amount,desc){
var sgl = "INSERT INTO transactions (amount, description) VALUES (?, ?)";
con.query(sql, [amount, desc], function(err,result){
if (err) throw err;

1

return 200;
}
function getAllTransactions(callback){
var sql = "SELECT * FROM transactions";
con.query(sql, function(err,result){
if (err) throw err;

return(callback(result));

1;



}
function findTransactionByld(id,callback){
var sql = "SELECT * FROM transactions WHERE id = ?";
con.query(sql, [id], function(err,result){
if (err) throw err;
return(callback(result));
};
}
function deleteAllTransactions(callback){
var sql = "DELETE FROM transactions”;
con.query(sql, function(err,result){
if (err) throw err;
return(callback(result));
N;
}
function deleteTransactionByld(id, callback){
var sql = "DELETE FROM transactions WHERE id = ?";
con.query(sql, [id], function(err,result){
if (err) throw err;
return(callback(result));
});
}

module.exports = {addTransaction, getAllTransactions, deleteAllTransactions,
findTransactionByld, deleteTransactionByld};

EOF



~ P EC2 Instance Connect | us-east-1 X = —

2 A - -
C | @ https://us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFamily=ipv4&:connType= eice&instanceConnectEndpointld =eice-08 1 1= G o Chat

(At | B @ @ @ United States (N. Virginia) ¥ Harshika

T S S

(7/7), done.

and audited > 5 in 2s

king for funding
npm fund® for details

vulnerabilit 3 low, 4

To address all issue
npm audit f

Run ‘npm audit® for details.
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8. Execution & Final Validation

Now, clear the process memory and start the server.
pm2 delete all

pm2 start index.js

~ P EC2 Instance Connect | us-east-1 X =

C (& ttps://us-east-1.console.aws.amazon.com/ec2-instar

®
T
i
]
o
o
:
;
:
“
it
i
o
et
=

2] Q @ ] United States (N. Virginia) ¥

Harshika

Run “npm audit® for ails.
[ec2-user@ip-10-0-138-151 app-tier]$ pm

at ser

[ Cloudshell  Feedback [ Console Mobile App 2026, Amazon Web Ser c. or its affiliates. Privacy ~ Terms  Cookie preferences

# Wait 5 seconds for the DB handshake



sleep 5

~ @ EC2Instance Connect us-east-1 X =

o . - . ’ -
C | @ httpsy//us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?addressFan pva&iconnType=eice&instanceConnectEndpointld=eice-08.. ¥ | ¥= \a - W Chat

(At ® a [6) 2] United States (N. Virginia) ¥ Harshika

app-tier/index.js in fork mode (1 ins

uptime status user watching
online 0% 26.3mb ec2-user
151 app-tier]$ pm2 list
namespace version mode i (3 o user watching
0 index default 1.0.0 3526 s 0% 51.9mb ec2-user

[ec2-user@ip-10-0-138-151 app-tier]$ :l

@ CloudShell Feedback E’f‘ Console Mobile App © 2026, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cockie preferences

# The Final Test

curl http://localhost:4000/transaction

Success Indicators

« PM2 Status:

e JSON Output:

[ec2-user@ip-10-0-138-151 app-tier]S curl http://localhost:4000/health

"This is the health check"[ec2-user@ip-10-0-138-151 app-tier]S curl
http://localcurl http://localhost:4000/transaction

curl: (52) Empty reply from server
[ec2-user@ip-10-0-138-151 app-tier]S

The empty reply from the server on the /transaction route means the app is
crashing the moment it tries to talk to the RDS database.



ssh/home?addressFamily=ipv4&connType=eice&instanceConnectEndpointic ce-08.. 7)) 1= \a o Chat

[AltER] ® Q @ {3 United States (N. Vi

0 online 0%

uptime (& - watching
14s 0

st:4000/transacticn

on app [all] (ids: [ 0 1)

uptime | U status cpu watching

1dex.js in fork mode (1 instance)

namespace version id $ status e user watching

online 0% ec2-user

151 app-tier]$ curl http://loca
A2 o3 i
151 app-tier]s [] v

© 2026, Amazon Web Services, Inc. or its affiliates. Privacy Terms Coakie preferences

1. The Quick Fix: RDS Security Group

The Database has its own "shield" called RDS-SG (sg-01f644fc2e33cef66). We
need to make sure it allows traffic from the App Server.

1. Go to the AWS Console > VPC > Security Groups.
2. Select RDS-SG.

3. Click Edit inbound rules.

4. Check your current rule. It likely shows

5. Change the Source: Delete and instead start typing sg-. Select
your from the list.

6. Log into your RDS Database: (When it asks for the password, use
kastro2025.)



~ @ EC2Instance Connect | us-east-1 X -

nect/ssh ast-1&connType=eice&linstanc

gion=us

nstance

C [ https//us-east-1.conscle.aws.amazon.com/ec

L ®@ o] United States (. Virginia) v

- 1.amzn n . .l.noarch mariadbl
mariadbl05 C :10.5 -1.amzn20.

s.com -u | mariadb -h pro-database.c6lgulwgy
Enter password:
lelcome to the MariaDB monitor. Commands end with ; or \g.
our MySQL connection id is 234
Server version: 8.4.7 Source distribution
opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
'ype 'help;' or '\h' for help. Type '\c' to clear the current input statement.

[ (no:

USE weba
appdb]> CREATE TABLE IF NOT tion VARCHAR ), PRIMARY
0 rows affected (0.056 sec)

appdb]> INSERT INTO tra:
1 row affected (0.014 sec)

appdb] > EXIT:
ip-10-0-138-151 0

(3] CloudShell  Feedback [ Console Mobile App © 2026, Amazon W ices, Inc. or its affiliates. Privacy Terms  Cookie preferences

7. mariadb -h pro-database.c6lgu8wgyg9t.us-east-1.rds.amazonaws.com -u
admin -p

8. CREATE DATABASE IF NOT EXISTS webappdb;

9. USE webappdb;

10.CREATE TABLE IF NOT EXISTS transactions(id INT NOT NULL
AUTO_INCREMENT, amount DECIMAL(10,2), description VARCHAR(255),
PRIMARY KEY (id));

11.INSERT INTO

12.EXIT;

~ @ EC2Instance Connect | us-east-1 X -

18connTy

C [ https//us-east-1.conscle.aws.amazon.com/ec2-instance-connect/ssh

ion=t

Harshika (0254-9255-3916) ¥

[Alt+S] (D d States (N. Virginia) v ST

opyright (c) 2000, 20 Oracle, MariaDB Corporation Ab and others.
pe 'help;' or '\h' for help. Type '\c' to clear the current input statement.

[ (none) 1> CREATE DATABASE IF NOT EXISTS web.
Query OK, 1 row affected, 1 warning (0.018 sec)

[ (none) |> USE webappdb;
atabase changed
[webappdb] ABLE IF N : E ons(id INT NOT NULL AU’ < 0 ription VARCHAR(255), PRIMARY KI

0 rows affected (0.056 sec)

tions (amount, description) VALUES (400, 'groc

e/app-tier/

namespace version | mode status

online

() Cloudshell  Feedback [ Console Mobile App . b Privacy  Terms  Cookie preferences




3.Restart your App Tier:

cd /home/ec2-user/AWS3TierApp/application-code/app-tier/
pm2 restart all

4. The Final Verification:

curl http://localhost:4000/transaction

Step 1: Check Database & Table Manually

mariadb -h pro-database.c6lgu8wgyg9t.us-east-1.rds.amazonaws.com -u admin
P

(Enter your password: kastro2025)

Once you see the MariaDB [(none)]> prompt, run these three commands.

1. See if the database exists:

SHOW DATABASES;

C (B ttps://us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=us-east-18:connType=eice&instanceld=i-06f72a2de3dd7ffc7 & Q vy 1= G

2] Q @ ] United States (N. Virginia) v
cauus)

N P =

user watching

online 0% 20.4mb ec2-user

east-1.rds.amazona com -u ) mariadb -h pro-database.cé

mmands end with ; or \g.
our MySQL connection id is 257
Server version: 8.4.7 Source distribution

opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

'ype 'help;' or '\h' for help. Type '\c' to clear the current input statement.

[ Cloudshell  Feedback [ Console Mobile App

USE webappdb;

SHOW TABLES;



SELECT * FROM transactions;

~ ¢ EC2 Instance Connect | us-east-1 X +

. il
C (@ https://us-east-1.console.aws.amazon.com/ec2-instance-connec... Q@ ¢ ) v= @ oy Chat

Harshika (0254-9255-3916) v

fa @ 3 United States (N. Virginia) ¥ Harshika

ensures the table matches the app's 'SELE *' expectations
CREATE TABLE IF NOT EXISTS transactions (
id INT NOT NULL AUTO_INCREMENT,
amount DECIMAL (10,2),
description VARCHAR(255),
PRIMARY KEY (id)

OK, 0 rows affected, 1 warning (0.008 sec)

[webappdb] >

[webappdb]> -— Add a fresh row so the 'curl' has something to return

[webappdb]> INSERT INTO transactions (amount, description) VALUES (400, 'groceries')

OK, 1 row affected (0.007 sec)

[webappdb] >

400.00
400.00

in set (0.001 sec)

MySQL [webappdb]> |:|

CloudShell Feedback [ console Mobile Ap Privacy Terms Cookie preferences
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Step 2: Restart and Verify
pm2 delete all

pm2 start index.js

sleep 5

curl http://localhost:4000/transaction

Success Indicators

PM2 Status:



~ @ EC2Instance Connect us-east-1 X =

C (& ttps://us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=us-east-18connType=eice&instanceld=i-06f72a2de3dd7ffc7 & Q &% XfE e J | Chat

ransactionByrd, del
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Phase 3: Internal Load Balancer Setup

Step 1: Create a Target Group
The Target Group specifies where to send traffic (to the App Server).
1. Go to EC2 Console -> Target Groups -> Create target group.
2. Target type: Instances.
3. Target group name: App-TG.
4. Protocol: (Because the Node app runs on 4000).
5. VPC: Select your 3-Tier VPC.

6. Health checks: Path should be /health (or just / if you haven't set a
health route).

7. Click Next, select your App-Tier Instance, click Include as pending
below, and then Create target group.



-, https://us-east-1.console.aws.amazon.com

! Target group details | EC2 | us-east-1

App-TG

Details
Target type Protocol : Port Protocol version
HTTP: 4000 HTTP1

Load balancer

» Distribution of targets by Availability Zone (AZ)

bl

Monitoring Health checks Attributes Tags

Registered targets (1) «

1

errid... v | Launch.. & | Anomaly detectio

v

Terms  Cookle preferences

(D Cloudshell  Feedback [+ Cansole Mobile App

Step 2: Create the Internal Load Balancer

1. Go to: EC2 Dashboard -> Load Balancers -> Create Load Balancer.

2. Select: Application Load Balancer.

3. Basic Configuration:

Name: App-Tier-External-ALB

o Scheme: (This is the most important setting).

o |IP address type: IPv4.

t-1.console. aws amazon.com

~_https/jus-e:
Y create application load balancer | EC2 | us-east-1

United States (N. Virgini) v Harshika

Q. Searct 2 & o0 @
© &

a

Basic configuration

Load balancer name

Load balancer IP address type | Info

1 1P address type to as

Network mapping i
he load balancer routes traffic to targets in the selected subnets, a
vPC

v
Cookie preferences

oritsaffilistes.  Privacy  Terms

£ Console Mobile App

() Cloucishell ~ Feedback



4. Network Mapping:
o VPC: Select your 3-Tier VPC.

o Subnets: Select your Public Subnets. (Even though it's for the App

Tier, the browser needs a public entry point to send the "Save"
request).

’ z el ice n

% & ttps://us-east-1.console.aws.amazon.com
Create application load balancer | EC2 | us-east-1

B 4 @ @ United States (N. Virginia) v

Harshika

(O
Network mapping o

VPC  Info
he lo:

us-east-1b (use1-az2)

Subnet

Securitv aroups i

v
[ CloudShell  Feedback ¥ Console Mabile App

Privacy ~ Terms  Cookle preferences

5. Security Groups:

Choose: A Security Group that allows

o, httpsi/fus-east-1.console.aws.amazon.com

= SecurityGroup | EC2 | us-east-1
B 4 ® 3 UnitedStates (N. Virginia) v

Harshika

52
sg-072f02f6805aa316a - App-Server-SG

Details

Security group ID
10 59

21680533316

Inbound rules count

Inbound Outbound rules Sharing VPC associations Related resources - new

Inbound rules
Q s

v | Type Protocol v | Portrange v | Source

Custom TCP C 3000

SSH
Custom TCP

HTTP

[ Cloudshell  Feedbock [} Console Mabile App Terms ookl preferences



6. Listeners and Routing:
o Protocol:

o Default action: Forward to your existing App-Tier-TG.

. iz Nek € 1 -

X @ Wtps://us-east-1.console.aws.amazon.com
Create application load balancer | EC2 | us-east-1

Listeners and routing it
er is 3 proce =

Alistery process that checks for connection regquests using the port and pratocol you configure. The rules that you define for a listener determine how the load balancer routes requests to its registered targets

7. Create: Click Create and wait for the status to show Active.
Step 3: Edit the App-Server-SG

We must edit the App-Server-SG after or during the creation of the ALB. The
App Server needs to "trust" the new Load Balancer.

1. Go to: Security Groups -> Select sg-072f02f6805aa316a (App-Server-SG).
2. Action: Edit Inbound Rules.
3. Add Rule:

o Type:

o Port:

o Source: Select the Security Group ID of the Load Balancer you just
created in Step 1.

4. Save Rules.



» ) 1azon Web Sen Sign-In 80 = a %
~ hitps://us-ea:

) hitps:// st-1.consol
SecurityGroup | EC2

e.aws.amazon.com
| us-east-1

2] fa @ fr:] United States {N. Virginia) ¥

@ Inbound security group rules successfully modified on security group (sg-072f02f6805aa316a | App-Server-SG)

Security group name Security group ID Descripti
IF) App-Server-SG I5) sg-072f02f6805aa316a IF) App-Server-SG

Owner Inbound rules count Outbound rules count
IT] 025492553916 4 Permission entries 1 Permission entry

Inbound rules Outbound rules Sharing VPC associations Related resources - new Tags

Inbound rules (4) © (" Edit inbound rules
Q, Search 1 e}

Name v | Security group rule ID ¥ IP version Protacol Port range v Source

SSH c 22 0.0.0.0/0
SSH cP 22 10.0.0.0/16
Custom TCP 4000 0.0.0.0/0
HTTP C 80 0.0.0.0/0
4 [3
[3 Cloudshell  Feedback [ Console Mobile App ©2 c. or its affiliates Privacy ~ Terms  Cookle preferences

The Final Step: Connecting the Web Tier

Now we need to tell the Web Server to send its requests to the Load Balancer
instead of trying to find the database on its own.

Step 1: Get the New DNS Name
1. Go to your App-Tier-External-ALB details.

2. Copy the DNS name: App-Tier-External-ALB-1927615714.us-east-
1.elb.amazonaws.com.

Step 2: Update the Backend Address

Run this to tell the React website where the App Server lives.
Bash

# 1. Copy your App ALB DNS name and paste it below

export NEW_APP_DNS="App-Tier-External-ALB-1927615714.us-east-

1.elb.amazonaws.com"

# 2. Update the configuration file with the URL

sed -i "s| http://.*:4000 | http://SNEW_APP_DNS:4000|g" /home/ec2-
user/AWS3TierApp/application-code/web-
tier/src/components/DatabaseDemo/DatabaseDemo.js

v



Step 3: Build the Web Application

# 1. Navigate to the web folder

cd /home/ec2-user/AWS3TierApp/application-code/web-tier/
# 2. Build the production files

npm run build

Step 4: Start the Web Service
# 1. Start the web tier using PM2

pm2 start npm --name "web-tier" — start

Vv EC2Instance Connect | us-east-1 X EC2 Instance Connect | us-east-1 X +

hittps://us-east-1.console.aws amazon.com/ec2-

. Build the produ
npm run build

-0 build

at ./.
in your

o -0-138-151 web-tier]s [|

() Cloudshell  Feedback [¥ Console Mobile App o0 Web Services, Inc orisaffiiates.  Priacy  Temns  Cookie preferences



# 2. Check the status
pm2 list

We should see the web-tier and app-tier both showing online in green.

v W EC2 Instance Connect [us-east-1 X @ ECZInstance Connect | us-east-1 X

[Alt+S] B L4 @ @ United States (N. Virginia) v

Harshika

memory
50. 6mb

to the App Tier folder
tier/

s in fork mode (1 instance)

memory

20.1mb

58. 6mb

status Q] memory

online 0% 5
online

ser@ip-10-0-138-151 app-tier]$ [| v

[ Cloudshell  Feedback [ Console Mobile App © 2026, Amazon Web Services, Inc. or its affiliates. Privacy ~Terms  Cookie preferences

Phase 4: The External "Front Door" (ALB)

1. Create a Web Target Group
This tells the new Load Balancer to send traffic to your Web Server.
o Target type: Instances.
« Name: Web-TG.
« Protocol (since React runs on 3000).
e VPC: Your 3-Tier VPC.
o Health Check Path: /

« Register Targets: Select your Web-Tier Instance and click Include as
pending.



https://us-east-1.console.aws.amazon.com

! Target group details | EC2 | us-east-1

Target type

Instance

IP address type
1Pva

1

Total targets

» Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the

Monitoring  Health checks

Registered targets (1)

Name
App-Server
) Cloudshel

Feedback [ Console Moble App

Attributes

@ Ask Amazon Q

Protocol : Port
HTTP: 3000

Load balancer

gets table below

Tags

ast-1a (us.

2. Create the External Load Balancer

« Name: External-Web-ALB.

Protocol version
HTTP1

Ith st. Admini

Target reg.

68 & 0 ®

United States (N. Virginia) v

Harshika

5]

r target

a Anomaly detection result v |

v

Privacy  Terms.

Cookie preferences

o Scheme: Internet-facing (This is the only one that should be public).

« Mappings: Select your Public Subnets (usually 2 of them).

Security Group: Create one that allows

o Listeners:

ittps://us-east-1.console.aws.amazon.com

xa Load balancer details | EC2 | us-east-1

¥ Details

Load balancer type
Application
Scheme Hosted zone

Internet-facing Z355XDOT

. Load balancer ARN
v Network & Security Q) amawselastidoadbalandinga:

Security Groups

Listeners and rules Network mapping Resource map Security Monitoring

Listeners and rules (1) i

Target Groups

Trust Store:

¥ Auto Scaling

A ling Groups

v

() CloudShell  Feedback [ Console Mobile App

DNS name inf:
= al-Wel

Integrations Attributes

v | Security p

Not applicable

States (N. Virginia) v

Load balancer IP address type
I

Date created
00:22 (UTC+05:30)

Capacity Tags

Default SSL/TLS certificate

Not applicat

Terms

Harshika

a

v mTLS

Not ap|

> v

Cookle preferences



2. The Correct Security Group Setup

To keep your 3-tier lab secure but working, your rules should look like this:

RDS-SG (Inbound Rules)

Type Port Source

MySQL/Aurora 3306 App-Server-SG (ID)

-~ https://us-east-1.c Vs com

% & K vs.amazon
SecurityGroup | EC2 | us-east-1

[Alt+S] (D Ask Amazon Q 2] Q @ fo] United States (N. Virginia) v

@ Inbound security group rules successfully modified on security group (sg-01f644fc2033cef66 | RDS-SG)
» Details

sg-01f644fc2e33cef66 - RDS-SG

‘Outbound rules
1Pert

Outbound rules  Sharing = VPCassociations | Related resources-new  Tags

Inbound rules (1)

[) CloudShell  Feedback  [* Console Mobile App yvios, Inc o s sffiatis,  Privacy  Temw  Cookie preferences

App-Server-SG (Inbound Rules)

Type Port Source

SSH 22 0.0.0.0/0 (or your IP)

Custom TCP 4000 Internal-ALB-SG (ID)



5 (@ ntips:/fus-east-1.conscle.aws.amazon.com
SecurityGroup | EC2 | us-east-1

5] @ Ask Amazon Q

Security group ID
IF sg-0

202680533316

Inbound rules count

Inbound rules Outbound rul Sharing VPC associations Related resources - new

Outbound rules (1)

Name v | Security grouprulelD ¥ ersion

[) Clowdshell  Feedback  [* Console Mobile App

App-Server-SG (Outbound Rules

Type Port

All Traffic All

hitps://us-east-1.console.aws.amazon.com

X0 SecurityGroup | EC2 | us-east-1

@ Outbound security group rules successfully modified an security group (sg-072f02f68053a316a | App-Server-SG)
» Details

sg-072f02f6805aa316a - App-Server-SG

Security group ID
T} sg-072f026:

Inbound rules count

S Permission entries

Inbound rules Outbound rule: Sharing VPC associations Related resources - new

Outbound rules (2)
Q h

v | Security grouprulelD v | IPversion Type v | Protocol

3677251638eb60ck 1Pva All traffic All

r-054efd43cfba36e79 -

hell  Feedback [ Consale Mobile App

B 4 @ @

United States (N. Virginia) v Harshika

151 App-Server-SG

Outbound rules count

1 Permission ent

Tags

v | Protocol Port range

TCP

o Web Services, Inc. o fts affiliates. Terms  Cookie preferences

Destination

0.0.0.0/0

@ @  UnitedStates (N.V
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erver-SG

B Aps

Outbound rules count

v | Portrange Destination
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Privacy  Tenms  Cookie preferences



# 1. Navigate to the web folder

cd /home/ec2-user/AWS3TierApp/application-code/web-tier/
# 2. Build the production files

npm run build

# 3. Start the web tier using PM2

pm?2 start npm --name "web-tier" — start

pm2 list

~ ¥ EC2 Instance Connect | us-east-1 X g EC2 Instance Connect | us-east-1 X a5

G [ @ httpsy//us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=us-e

B L @ © Uniedsotes N vigns) v

55 is: that do not require attention, run:
npm audit fix

s (including breaking ch: ). run:

0.1.0 build

an optimized production build..

e (1 instance)

online
online

Fesdback [ Consale Mobile App vices, Inc. orits affilistes.  Privacy  Tenms  Cookiepreferences o

~ $ EC2 Instance Connect |us-east-1 X | @ EC2 Instance Connect |us-east-1 X @D React App x =

& (O | A Notsecure external-web-alb-1147934136.us-east-1.elb.amazonaws.com v v= G ‘,"' Chat

"AWS 3-TIER DEMO BY KASTRO’

PROJECT

AWS
THREE TIER ARCHITECTURE

ASTRC




Troubleshooting: We can able to see the web page, but are not able to save an

entry in the table.
# 1. Navigate to the App Tier folder

cd /home/ec2-user/AWS3TierApp/application-code/app-tier/

# 2. Start the App Tier service (Crucial for the database!)

pm2 start index.js --name "app-tier"

# 3. Check the list - you MUST see both online

pm2 list

@ EC2Instance Connect |us-east-1 X @ EC2Instance Connect|us-east-1 X -

a N i . , -
C (@ httpsy//us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=us-east-1&connType=eice&instanceld=i-06f72 3dd7ffc 78 s.. Tr) v= e - W@ Chat

[Alt+S] B (Ex] Q @ 2] United States (N. Virginia) ¥

Harshika

status apu memory
online
online
status

online
online

[ec2-user@ip-10-0-138-151 app-tier]$ [| -
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1. Get your App Load Balancer DNS
o Go to the EC2 Console -> Load Balancers.
o Select your App-Tier-External-ALB.

o Copy the DNS name.




s

https://us-east-1.console.aws.amazon.com
pro-database - Database Details | Aurora and RDS | us-east-1

X B

al @ frx] United States (N. Virgin « Harshika

© | B2

Endpoint type

Instance endpoint w
w Additional configurations

Connectivity & security

Endpoint & port Networking Security

Endpoint Availability Zone VPC security groups
[E] pro-database.c6lgu8wgy us-east-1b )S-5G (
g9t.us-east-1.rds.amazonaw

s.com VPC

Port Publicly accessible

3306 No
Subnet group
default-vpc- Certificate authority Info
Oce1dae765b0d6b80 rds-ca-rsa2048-g1

Subnets Certificate authority date
£ May 26, 2061, 05:04
(UTC+05:30)

DB instance certificate
expiration date
April 02, 2027, 14:45

(UTC+05:30)
Network type

IPv4

(3 doudshell Feedback [+ console Mobile App Privacy Terms Cookie preferences
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’
https://us-east-1.conscle.aws.amazon.com
X G

pro-database - Database Details | Aurora and RDS | us-east-1

@ © United States (M. Virgin v Harshika

Connect using | Info

CloudShe! © Endpoints

Database name Master username Internet access gateway
0] webappdb 0] admin (© Disabled

Endpoint type

Instance endpoint W

w Additional configurations

Connectivity & security

Endpoint & port Networking Security

Endpoint i VPC security groups
[0 pro-database.c6lgu8wgy us-east-1b
g9t.us-east-1.rds.amazonaw
s.com VPC
Ti
Port T Publicly accessible
3306 No
Subnet group
default-vpc- Certificate authority Info
Oce1dae765b0d6b80 rds-ca-rsa2048-g1

CloudShel Feedbacl Console Mobile App Privacy Terms Ci ie preferences
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Update the Frontend Code

1. Open your frontend file again:

vi /home/ec2-user/AWS3TierApp/application-code/web-
tier/src/components/DatabaseDemo/DatabaseDemo.js

2. Find the lines where we pasted the Load Balancer DNS.
3. Remove the /api part from the URL.
o Change this: http://...alb...:4000/api/transaction

~ J EC2 Instance Connect | us-east-1 X J EC2 Instance Connect | us-east-1 X -

C o https://us-east-1.console.aws.amazon.com/ec2-instance-connec... Q 97 1= @, -J'- Chat

Harshika (0254-9255-3916) v
Harshika

Q, Search [Alt+S] @ (] a ® S United States (N. Virginia) v

te.text amt);

ent-Type':'applicat Jjson'},
JSON.stringify ({"amount":thi ate.text amt, "desc"
.State.text_descl)

H

("http://App-Tier-External-ALB-1927615714 .us-east-1.elb.amazonaa
ws.com:4000/api/transaction questOptions)

.then(re response.json())

.then (data this._populateDatal())

this.setState({text amt : """, text des

CloudShell Feedback B console Mobile App Privacy Terms Cookie preferences
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o To this: http://...alb...:4000/transaction

4. Save and Exit (:wq).
5. Rebuild the frontend:


http://...alb...:4000/api/transaction
http://...alb...:4000/transaction

cd /home/ec2-user/AWS3TierApp/application-code/web-tier/
npm run build

pm?2 restart web-tier
us-east-1 X+

~ @ EC2 Instance Conr

C (@ https

/us-east-1.console.aws.amazon.com/ec2-instance-connect/s

Yhome?region=us onnType=eice&linstan:

-06f72a2de3dd7ffc7a.. @ vv) v= @ - T chat

[

Feedback [+ Mabile App L Cockie preferences.

o« Command: pm2 list

| @ EC2Instance Connect |us-east-1 X @ React App x| 4+ - 5 x

G [ @ https://us-east-1.console.aws.amazon.com/ec2-instance-connect/ssh/home?region=us-east-18:«connType=eice&tinstanceld=i-06f72a2de3dd7ffc7&osUs... 1y | ¥= G -," Chat
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namespace i status watching

app-tier default ) online 0% ec2-user
web-tier de C g 79475 8 online

i-06f72a2de3dd7ffc7 (App-Server)
PrivatelPs: 10.0.138.151
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o Copy the URL and paste it into any browser.



2 ¥ EC2 Instance Connect | us-east-1 X @ React App x 4+
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‘AWS 3-TIER DEMO BY KASTRO"

m PROJECT

AWS
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Amazon \/ i
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v ¥ EC2 Instance Connect | us-east-1 X @ React App X 4

& | A Notsecure external-web-alb-1147934136.us-east-1.elb.amazonaws.com/#/db v @ - Ghow

\URORA DATABASE DEMO PAGE

DEL
ID AMOUNT DESC
I

1 400.00 groceries

#h HOME

400.00 groceries
300701.00 harshika

E DB DEMO 100 yes

2.00 finally

3.00 it is working
0.00 hurrray!
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AURORA DATABASE DEMO PAGE

DEL
D AMOUNT DESC
I
1 400.00 groceries
2 400.00 groceries

3 300701.00 harshika
1.00 Jes

pAll finally

30 itis working
0.0 hurrray!




Purchasing the Domain Name from Hostinger: Harshika-devops.online

~ =% Domain name search — check and X —+ = o ><

< (@) 2 https//www.hostinger.com/in/domain-name-results?from=._.. &5 A % o= .. --- a Chat

<4 Don’t miss the limited-time deais!

LN
wun HOSTINGER

Domain search Al domain generator

harshika—-devops.online a

EXACT MATCH

harshika—-devops.online saves%

@ For first year

89.00/1st yr =ssse6

Make it yours

I ):.". Ask Kodee

v ﬁ Cart | Hostinger X - = (] X
& C | O httpsy/carthostinger.com/pay/1563aec8-6956-461d-88ce-53965288... vy v= @ - M chat

Order summary x
harshika-devops.online
Domain registration - 1 year #3139ee €80.10
ICANN fee 217.44
Domain privacy protection (@ 20.00
Taxes (® Z#17.66
© WPIODOMAIN -10% -28.90
Total 337460 Z115.10
Coupon applied: WPIODOMAIN X

Continue
v




~ B Domain Qverview | Hostinger x |+

& G (& https//hpanel.hostinger.com/domain/harshika-devops.online/domain-overview

[
51 HOSTINGER

Q. search oo K & Refer & earn up to € 14,585 = Askal &
= 9 ~
B B0 DemeinOversion Domain Overview
8
& DNS/Nameservers . . )
Auto-renewal is off for this domain. To keep this domain and your services active, turn auto-renawal on. Turn on aute-renewal
&  Domain Ownership
@
& Brand protection . . " .
Domelne @ " Your domain checklist - w harshika-devops.online 2 Active
2 . Expiration date @
— @ Register your domain
/5 ) 2027-03-30
o Renew
hesch Create or migrate your website ~
Auto-renewal
=]
whe
wes = v -
= - =
DNS/Nameservers Edit
Biling
° e F
Got a business @harshika-devaps.online email account v -
Contact infermation View all
First mam r
Protect your brand iy
Secure your brand name with different domain extensio Phone ru 17600070733
Privacy protection ® [ @]
@ Oy for 3yrs term
harshika-devops.com sou Buy naw
 Z199.00/1st yr Transfer
Explore more axtonsins
) Give feedback ! o fe

Step 1: Create a Hosted Zone

First, AWS needs a place to manage the records for the domain.
1. Go to Route 53 in the AWS Console.

2. Click Create hosted zone.

P <

Sign-In 2 C

% & https://us-east-1.console.aws.amazon.com
Route 53 | Global

[Alt+S] Global ¥ Harshika

A hosted
subdomains.

Domain name
This is the name of t in tha

harshika-devops.online

iption can have

Info

raffic on the internet orin a

Private hosted zone
private he

Tags info

Annhs tanc tn hnctad zones

heln nrnanize and identifu them
CloudShell Feedback B console Mobile App Privacy Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.



3. Domain name: Enter harshika-devops.online
4. Type: Public hosted zone.

5. Click Create.

¢ & (C Amazon Web Services Sign-In a §) - - O

https://us-east-1.console.aws.amazon.com
X G ; ) :
harshika-devaps.online - details

[Alt:S] B L @ Global ¥

Harshika

@ o

@ harshika-devops.online was successfully created. X
Now you can create records in the hosted zone to specify how you want Route 53 to route traffic for your domain.

» Hosted zone details

Records (2) Accelerated recovery DNSSEC signing Hosted zone tags (0)

Records (2) info @ ( Import zone file )

Automatic mode is the current search behavior optimized for best filter results. T

Tvpe ¥

@
Routin... ¥ | Differ... ¥ | v | Value/Route traffic to v | TTL(

ns-368.awsdns-46.com.
ns-1269.awsdns-30.0rg.
ns-642.awsdns-16.net.
ns-1724.awsdns-23.co.uk.

harshika-... Simple

harshika-... Simple - ns-368.awsdns-46.com. awsd...

M ————————————————————————————————————————————————————————————————————— >

CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.

Step 2: Update Name Servers

Once the zone is created, we will see 4 Name Servers (NS) (e.g., ns-
123.awsdns-01.com).

1. Copy these four addresses.

2. Go to the website where you bought the domain (like Namecheap,
GoDaddy, or Hostinger).

3. Find the DNS Management or Name Servers section for your domain.




~ =-== DNS / Nameservers | Hostinger > —|— — O >

&  C (& https//hpanelhostinger.com/domain/harshika-devops.onli.. B & 7)) ©= . .. o Chat

= Q. T Refer & earn up to & 14,585 W= AskaAl 2

Select Nameservers

O Use Hostinger nameservers (recommended)

(®) Change nameservers

ns-368.awsdns-46.com
ns—-1269.awsdns-30.org
ns-642.awsdns-16.net
ns-1724.awsdns-23.co.uk
Nameserver 5

Nameserver 6

v = DNS/Nameservers | Hostinger X - - (] X

&< O -I:/IZ‘I https://hpanel hostinger.com/domain/harshika-devops.onli... B @ {}, v= ‘ gchat

Nameservers changed!

Your nameservers has been changed to:

ns-368.awsdns-46.com
ns-1269.awsdns-30.org
ns-642.awsdns-16.net

ns-1724.awsdns-23.co.uk

@ It might take up to 24 hours for the domain to propagate to

the new nameservers.




~ 1 DNS/ Nameservers | Hostinger x DNS Checker - DNS Check Propac X —+ - O

DNS CHECK

E =+ CD Flag Refresh: 20
BEE= San Francisco CA, United States
= Q/
OpenDNS
BEE= nountain View CA, United States

F
Google
L= Berkeley, US

«F
Quad9
EEE= Kansas City, United States hermes.dns-parking.com »
WholeSale Internet. Inc artemis.dns-parking.com
EEE= united States

o
CenturyLink
B= san Francisco, US P

By clicking "Accept” or continuing to use our site, you agree to our Website's Privacy Policy

Accept

x

& O (& https//dnschecker.org/#NS/harshika-devops.online QO W) =@ - Ty cha

CHECKER

sec.

4. Change the "Default" name servers to the Custom AWS ones you just
copied.

Note: It can take 5 minutes to an hour for this change to "propagate” across the

internet.
Step 3: Point the Domain to your Web Load Balancer

Now we tell Route 53 that harshika-devops.online should lead to the External-
Web-ALB.

1. Inside your Route 53 Hosted Zone, click Create record.
2. Record name: Leave it blank (for the root domain) or type www.

3. Record type: A - Routes traffic to an IPv4 address and some AWS
resources.

4. Toggle the Alias switch to ON.




\ps://us-east-1.console.aws.amazon.com
X B
harshika-devops.online - details

a_\_'_wsq_ ) 8 Global ¥

#uie) harshika-devops.online .

» Hosted zone details

Records (5) Accelerated recovery DNSSEC signing Hosted zone tags (0)

Import zone file

Records (5) info

current sear

Record name Health ... v Evalua...

harshika-de
Simple

simple

CNAME Simple

Simple

5. Route traffic to:

Choose Alias to Application and Classic Load Balancer.

O
o Choose your Region
o Select your external-web-alb DNS name from the list.

6. Click Create records.

% @& ittps://us-east-1.console.aws.amazon.com
harshika-devops.online - details

aws )

Global ¥

c]

Edit recors

Records (5) Accelerated recovery DNSSEC signing Hosted zone tags (0) Record name

Records (1/5) o

Auto Record type | Infc

) utes traffic to an IPv4 address and some

Q
O Alias

Route traffic to

Routin...

simple =

Alias to Application and Classic Load Balancer

US East (N. Virginia)

harshika-devops

Routing policy

CNAME 942f4bcbSecf640a3f1eda.

ple routing

A 13.232.113.205

Evaluate target health

. ]
O ves

Harshika

m o

v |

Harshika

AWS




i

https://us-east-1.console.aws.amazon.com
harshika-devops.online - details

X G

[At+s1 @ | @ as @ i3 Global ¥ e
@ ®

Public hal‘shika-devops.oﬂliﬂe Info ( Delete zone } ( Test record } ( Configure query logging }

» Hosted zone details ( Edit hosted zone )

Records (5) Accelerated recovery DNSSEC signing Hosted zone tags (0)

Records (5) info

havior optimized for best filter results. Tc

1 @
Record name Routin... Value/Route traffic to v | TTL(s... ¥ | Healktl
harshika-devops.online Simple - { dualstack.external-web-alb-...
ns-368.awsdns-46.com.
ns-1269.awsdns-30.org.

ns-642 awsdns-16.net.
ns-1724.awsdns-23.co.uk.

harshika-devops.online Simple

harshika-devops.online SOA Simple - No ns-368.awsdns-46.com. awsd...
_371031e0e3840462f... CNAME Simple - No _942fabch9ecf640a3f1edas3...
api.harshika-devops.on... A Simple - No 13.232.113.205
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Step 4: Secure your Domain with SSL (ACM)

Providing an https:// connection is a key requirement for modern DevOps
projects.

1. Go to AWS Certificate Manager (ACM).
2. Click Request a certificate -> Request a public certificate.

3. Fully qualified domain name: Enter harshika-devops.online and add
another for *.harshika-devops.online.



¢ & (& Amazon Web Services Sign-In Q @ - (] X

https://us-east-1.console.aws.amazon.com
Request public certificate | Certificate Manager | us-east-1

X G

United States (N. Virginia) ¥ Harshika

(0]

Request public certificate

Domain names
Pre¢ r domain nam

Fully qualified domain name

harshika-devops.online Remove )

* harshika-devops.online Remove

Allow export i

© Disable export Enable export
v this certifi

Validation method i

a metho lidating domain

© DNS validation - recommende
this i utho

E CloudShell Feedback [ console Mobile App 26, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

4. Select DNS validation and click Request.

rttps://us-east-1.console.aws.amazon.com

“ Certificate details | 10802b9-07b5-4679-9e9e-261abdb155a5 | Certificate Manager | us-east-1

10902fb9-07b5-4679-9e9e-261abdb155a5

Certificate status

dentiter

Domains (2

CHAME nams CHAME value

Public key nf

Number of sdditional names. Signature algorithm
5 C

Canbe used with




On the next screen, click the Certificate ID. Under the "Domains"

section, click Create records in Route 53. This automatically adds the
CNAME records needed to prove you own the domain.

X

ittps://us-east-1.cansole.aws.amazon.com

“ Certificate details | 10802b9-07b5-4679-9e9e-261abdb155a5 | Certificate Manager | us-east-1
ws @ a

= Certificate Manag:

10902fb9-07b5-4679-9e9e-261abdb155a5

Certificate status

Identifier
261abdb155a5

Status

Domains (2)

Domain Status fenewal Type CNAME name CNAME value
CNAME harshika-
CNAME

deael2d184.harshika:
Feedback

[ console Mobile App

3¢ jkddzztszm.acm-
6.

Wait a few minutes until the Status changes from "Pending validation" to
Issued.

X

ittps://us-east-1.console.a

amazon.com
“ Create DNS records | 10902fb9-07b5-4679-9e%e-261abdb155a5 | Certificate Manager | us-east-1
s | @ a

B oL @ @  United States (N. Virginia) ¥
Q s 5
Domain

Harshika
| validation status
har:

(0]
1s domain in Route 537
Yes
* harshika-de e

Yes

Harshika

(0]




s (@ hitpsi/us-east-1.console.aws.emazon.com
Certificates | Certificate Manager | us-east-1

aw arch +5 Unitex - Vi
ws @ earct Alt+S; B L4 0 s United States p——

Certificates (1)

Certificate ID Domain name Status nuse v " v Key algorithm
eligibility

hars oriline A ssuec No Ineligible RSA 2048

Feedback  [¥ Co

Step 5: Update the Load Balancer Listener
Now, we must tell your Web Load Balancer to use that certificate.

1. Go to EC2 Console -> Load Balancers -> Select your External-Web-ALB.

% 6 ittps://us-east-1.console.aws.amazon.com

Add listener | EC2 | us-east-1
B L @ @ UnitedStates (N. Virginia) v Harshika

on which thelo

Default action
h fault action i

Pre-routing action  Inf

O No

Routing action

| © Forwar 5 Redirect to URL

Forward to target group | Info
[
Target group Weight Percent
1
v

[ loudshell  Feedbock [} Console Mabile App A Phoy  Tems  Cookle preferences

2. Go to the Listeners tab.



¥ & hittps://us-east-1.console.aws.amazon.com

Add listener | EC2 | us-east-1

Harshika

Target group sti

Turm on target group stickiness

Secure listener settings it

Security policy

Sewrity category 'y name
y pol curityPolicy-TLS13-1-2.

Default SSL/TLS server certificate

Certificate source

| © Fromac From 1AM Import certificate

Certificate (from ACM)

Feedback obile App 2026, Amazon Web S or its affiliates.

3. Click Add listener.
o Protocol: HTTPS
o Port: 443
o Action: Forward to your Web-Tier-Target-Group.

o Secure listener settings: Select the certificate you just created in
ACM.

4. Editthe HTTP:80 listener to redirect to HTTPS:443.

-

https://us-east-1.console.aws.amazon.com

= Load balancer details | EC2 | us-east-1

United States (N. Vin
Load balan

w Details

Load balancer type Status Load balancer IP address type
Application pc-Oce 55 b0dEbE 1Pva

Scheme Hosted zone Date created
Internet-f Z355XDOTRQ7X7K t A April 3, 2026, 00:22 (UTC+05

Load balancer ARN
loadb ibalancer/app/ xte 34136.us-east-1.el 7 s.com (A Record)

s and rules Network mapping Resource map Security Monitoring Integrations Attributes

Listeners and rules (2) o listener

check onnection re s configured protocol and port. Traff uted according to nd any

Protocol:Port v | Default action

= Redirect to HTTPS://#{h

> -

Cookie preferences




Step 5: Final Frontend Code Update

Since you are now using a domain, your React frontend needs to point to the
Load Balancer via the domain name, not the long AWS DNS string.

1. Open your frontend file: vi /home/ec2-user/AWS3TierApp/application-
code/web-tier/src/components/DatabaseDemo/DatabaseDemo.js

2. Update the URL to use your domain:
o Change from: http://app-tier-external-alb...:4000/transaction

o Change to: http://harshika-devops.online:4000/transaction

v ¢ EC2 Instance Connect | us-east-1 X +

C @ https://us-east-1.console.aws.amazon.com/ec2-instance-connec... G 9y 1= @ ':- Chat

Harshika (0254-9255-3916) v
Harshika

i | Q Search [Alt+S] @ Q (@) 8 United States (N. Virg ¥

# This forwards your database regquests to the backend (Port 4000)
location /transaction {

proxy pass http://localhost:4000;

proxy_http version 1.1;

proxy_ set header Upgrade $http_upgrade;

proxy_ set header Connection 'upgrade';

proxy_ set header Host S$host;

proxy_ cache bypass $http_upgrade;
}

error_ page 404 /404 .html;
location = /404._html {
}

error page 500 502 503 504 /50x.html;
location = /50x.html {

CloudShell Feedback [¥ console Mobile App Privacy Terms Cookie preferences

® 2026, Amazon Web Services, Inc. or its affiliates.




Y ¢ EC2 Instance Connect | us-east-1 X +

C 6 https://us-east-1.console.aws.amazon.com/ec2-instance-connec... Q 95 = @ ';" Chat

Harshika (0254-9255-3916) ¥
Q, Search [Alt+S] ay (@) 83 United States [N. Virg ¥ Harshika

index index.html;

# FIX FOR "CANNOT GET /":
# This tells Nginx to always fallback to index.html sc React can take overr

location / {
try files $uri $uri/ /in html;

}

# Backend Proxy: Forwards database calls to your Node app on Port 4000
location /transaction {

proxy_ pass httr //localhost:4000;

proxy http version 1.1;

proxy_ set header rade $http_upgrade;

proxy_ set header Conn ion 'upgrade';

proxy_ set header Host $host;

proxy_cache bypass $http_upgrade;

CloudShell Feedback Q Console Mobile App Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.

Step 6: The "Ultimate" Nginx Config
Nginx

user nginx;

worker_processes auto;

events { worker_connections 1024; }

http {
include /etc/nginx/mime.types;

server {



listen 80;

server_name harshika-devops.online;

root /home/ec2-user/web-tier/build;

index index.html;

# Fix for "Cannot GET"
location / {

try_files Suri Suri/ /index.html;

# Fix for "502 Bad Gateway"
location /transaction {
proxy_pass http://127.0.0.1:4000;
proxy_set_header Host Shost;

proxy_set_header X-Real-IP Sremote_addr;



~ J EC2 Instance Connect | us-east-1 X e

C | ® https://us-east-1.console.aws.amazon.com/ec2-instance-connect/ss... Ty | T.= @ ':'- Chat

United States (N. Virgini ¥

listen 80;
server name harshika-devops.online;

# UPDATED PATH
root /home/ec2—user/web-tier/build;
index index.html;

location / {
try files $uri $uri/ /index.html;
}

location /transaction {
proxy pass http://localhost:4000;
proxy http version 1.1;
proxy set header Upgrade $http_upgrade;
proxy set header Connection 'upgrade';
proxy set header Host Shost;

i-06f72a2de3dd7ffc7 (App-Server)
PrivatelPs: 10.0.138.151

E] CloudShell Feedback ¥ console Mobile App Privacy

© 2026, Amazon Web Services, Inc. or its affiliates.

Harshika (0254-9255-3916) v
Harshika

Terms Cookie preferences

Bash
# Allow Nginx to connect to the backend port

sudo setsebool -P httpd_can_network_connect 1

# Allow Nginx to read files in the home directory

sudo setsebool -P httpd_enable_homedirs 1

sudo chcon -Rt httpd_sys_content_t /home/ec2-user/web-tier/build

# Restart to apply

sudo service nginx restart




~ ¢ EC2 Instance Connect | us-east-1 X +

C | & https://us-east-1.console.aws.amazon.com/ec2-instance-connect/ss... 1.7 | T.= @ T" Chat

Harshika (0254-9255-3916) v

Q (En) 2 (@) £33 United States (N. Virgini ¥ ———

\N#/ https://aws.amazon.com/linux/amazon—1linux—2023
V' >

/m/ "
Last login: Fri Apr 3 15:01:43 2026 from 10.0.128.106
[ec2—user@ip-10-0-138-151 ~]1$% mv ~/AWS3TierApp/application-code/web-tier ~/web-tie
r
[ec2—user@ip—10-0-138-151 ~]1%$ sudo truncate —s 0 /etc/nginx/nginx.conf
sudo vi fetc/nginx/nginx.conf
[ec2—user@ip-10-0-138-151 ~]1$ sudo chmod —R 755 /home/ec2-user
sudo nginx -t
sudo service nginx restart
nginx: [warn] could not build optimal types_hash, you should increase either types
sh_max size: 1024 or types_hash_bucket size: 64; ignoring types_hash_bucket_ siz

the configuration file /etc/nginx/nginx.conf syntax is ok

configuration file /etc/nginx/nginx.conf test is successful
Redirecting to /bin/systemctl restart nginx.service
[ec2—user@ip-10-0-138-151 ~]1$ []

i-06f72a2de3dd7ffc7 (App-Server)
PrivatelPs: 10.0.138.151

E] CloudShell Feedback B console Mobile App Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.

Final Check
1. Close all your browser tabs.
2. Open a New Incognito Window/ new tab.

3. Go to https://harshika-devops.online

~ # EC2 Instance Connect | us-east-1 > &P 502 Bad Gateway > |

< () 23 https://harshika-devops.online Lt d <= \9 .- Fd» cChat

502 Bad Gateway




The problem is that the Target Group (Web-TG) is looking for the app on Port
3000, but the Nginx is listening on Port 80,the Node.js backend is on Port 4000.

fix the "Unhealthy" status:

s (@ hitpsi/us east-1.console.aws.amazon.com
Target group details | EC2 | us-east-1

Details

1P address type Load balancer
Pva o

Monitoring  Health checks Attributes  Tags

Registered targets (3) i

[ Cloudhell  Feedback  [* cor

1. Fix the Target Group Port

The Load Balancer is trying to talk to Port 3000, but nothing is answering there,
which is why it shows "Unhealthy".

o Go to Target Groups in the EC2 Console.

rttps://us-east-1.console.aws.amazon.com

“ Edit target group attributes | EC2 | us-east-1

Edit target group attributes

Target deregistration management

Traffic configuration

Load

Target selection configuration

Cloudshell



« Select Web-TG.
 Click the Attributes tab and then Edit.
o Change the Port from 3000 to 80.
« Save changes.
2. Update the Health Check
While still in Web-TG:
o Click the Health checks tab.

o Click Edit.

3

https://us-east-1.console.aws.amazon.com

Xe Edit target group health check | EC2 | us-east-1

[Alt+S] = fat @ ) United States (N. Virginia) ¥ T

Edit health check settings =

Health checks
The a ted load balancer pe per the settings the registered targets to test their status.
Health check protocol

HTTP v

Health check path
Use the default path of */* to perform health checks on the roct, or specify a custom path if preferred.

/

¥ Advanced health check settings

(’ Restore defaults )

Health check port
Thy erforming health checks on fault, the he; check port is the s the target group's traffic port.
d

Traffic port
© override

1-65535

The numb ve heal nsidering an unhealthy target healthy.

5

Unhealthy threshold
The number c cutive health check failures require dering a target unhealthy.

v

=

(3 Cloudshell  Feedback [ Console Mobile App ® 2026, Amazon Web Services, Inc. or its affiliates Privacy  Terms  Cookie preferences

o Ensure the Health check port is set to the Traffic port.

« Save changes.



o Wait 2-3 minutes. The status should change from " to

"Healthy".
3. Verify the Listener

The Load Balancer is currently configured to forward HTTPS:443 traffic to Web-
TG.

« Because we changed the Target Group to Port 80 in Step 1, the Load
Balancer will now correctly take the encrypted traffic and pass it to Nginx
on Port 80.

ittps://us-east-1.console.aws.amazon.com

- Target group details | EC2 | us-east-1

Monitoring  Health checks | Attributes  Tags

ered targets

¥ | Health status details

The Final Test

Once the Target Group shows Healthy in green:
1. Open your browser.
2. Goto

3. Your Route 53 is already correctly set up as an Alias to the Load Balancer,
so it will now flow through!



Successful!

Vv @ React App X +

& © @ httpsy/harshika-devops.online/#

‘AWS 3-TIER DEMO BY KASTRO'

AWS
THREE TIER ARCHITECTURE

o

Amazon
EC2 \_/ AWS RDS

Previously saved entries.

v @R&aclt\pp X +

E QB https://harshika-devops.online/#/db

— AURORA DATABASE DEMO PAGE

D AMOUNT DESC

X I

1 400.00 groceries

2 400.00

groceries

300701.00 harshika

1.00 yes

2.00 finally

3.00 it is working

0.00 hurrray!

{j ot




Enter the new entries.

v @ React App o -

) https://harshika-devops.online/#/db X {E ij Chat
AURORA DATABASE DEMO PAGE

DEL

C

ID AMOUNT DESC

A0
1 400.00 groceries

400.00 groceries

2

3 300701.00 harshika
4 1.00 yes

5 2.00 finally
6
7
8

3.00 it is working
0.00 hurrray!

101.00 harshika-devops.online

v & ReactApp X+

& https://harshika-devops.online/#/db w) v= - chat
AURORA DATABASE DEMO PAGE

[] AMOUNT DESC
] ]
400.00 groceries
400.00 groceries
300701.00 harshika

1.00 yes

2.00 finally

3.00 it is working

0.00 hurrray!
101.00 harshika-devops.online
102.00 my domain name is working

103.00 finally aws project is sucessfully completed!

To prove the 3-Tier architecture is functional, putting these four specific
screenshots:

1. The Live Website: This proves the Frontend, Backend, and Database are
all talking to each other.



1ttps://harshika-devops.online/#

‘AWS 3-TIER DEMO BY KASTRO'

AWS
THREE TIER ARCHITECTURE
v Y awsios

KASTRO KIRAN V

Vv i EQ2 Instance Connect | us-east-1 X @ React App x +

-
L/ | Chat

I
Mt
[~}

& C | © hiips://harshika-devops.onfine/#/db

AURORA DATABASE DEMO PAGE

D AMOUNT DESC
L L

1 400.00
2 400.00
3 300701.00
1.00
200
3.00
0.00
101.00
102.00
103.00

groceries
groceries
harshika
yes
finally
it is working
hurrray!
harshika-devaps.online

my domain name is working

finally aws project is sucessfully completed!



2. Healthy Target Group: Go to Target Groups and show the Healthy status
for Port 80. This proves the Load Balancer configuration is correct.

o https://us-east-1.consol amazon.com

© Target group details | EC2 | us-east-1

Web-TG

Details

1D amiaw:

Target type Protocel version
HTTP1

Instanca

IP address type

Load balancer
1Pud xternal-Wel

1

Total targets

0

» Distribution of targets by Availability Zone (AZ)
Sete nis e applied ta the Registered Targe

Targets | Monitoring  Health checks  Attributes  Tags

Registered targets (1) i

o | Hesithswatss v | Heslthstawsdetsis | Administrativeo.. v | Overidedeails ¥ .. & | Anomalyc

override is curren.

4

CloudShell  Fesdback

3. The Running Backend (Terminal): Show your terminal with pm2 list

showing the app-tier as online.

v ¥ EC2 Instance Connect | us-east-1 X +
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Route 53 Records: Show your hosted zone with the Alias record pointing
to the Load Balancer.

hitps://us-east-1.console:

: harshika-devops.online - details

s.amazon.com

B4 O ® ekl

ke harshika-devops.online v

» Hosted zone details

Accelerated recovery ~ DNSSECsigning  Hosted zone tags (0)
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» The Troubleshooting Ledger:

Technical ]
Root Cause Resolution Implemented
Challenge
502 Bad Nginx lacked permissions to ||Adjusted directory permissions
a
access the application with chmod and updated
Gateway . . . .
£ directory or connect to Port ||SELinux/System policies for
rror
4000. network connectivity.
The Load Balancer was )
i Reconfigured Target Group
Unhealthy performing health checks on ) i ] _
settings to align with the Nginx
Target Groups|[the wrong port (Port 3000 _
] listener port.
instead of Port 80).
. Missing Inbound Rules for  ||Added specific Custom TCP rules
Connection ] ) ) )
. Port 8080 in the instance to the Security Group allowing
Timed Out ) ) .
Security Group. traffic from the internet.

*Reﬂective Learning & Technical Growth:

"Completing this 3-tier architecture project served as a comprehensive

masterclass in full-stack cloud infrastructure and systems administration.

Beyond the successful deployment of the application,

| gained a deep, hands-on understanding of how Linux permissions and

security policies (such as SELinux and directory-level access) act as critical

gatekeepers; solving the '502 Bad Gateway' error taught me that infrastructure

success requires a holistic view of the environment, from the file system to the

network layer. Furthermore, configuring the Target Group health checks

provided practical insight into the importance of port synchronisation—

ensuring the ALB correctly monitors Port 80 while the application logic resides

on Port 4000.




This project also reinforced the importance of Resource Lifecycle
Management; navigating the dependency chain during the decommissioning
process—identifying active Network Interfaces (ENIs) and releasing Elastic IPs—
ensured a thorough understanding of AWS cost-optimisation and clean
architecture practices. This journey has solidified my ability to diagnose
complex networking 'bottlenecks' and has prepared me to manage production-
grade cloud environments with a focus on security, scalability, and operational

excellence.

D Conclusion:

"The successful deployment of the 3-tier architecture on AWS confirms that the
infrastructure is robust, secure, and ready for production-level traffic. By
integrating an Application Load Balancer, Nginx Reverse Proxy, and Aurora
RDS, the project achieved high availability and clear separation of concerns. All
technical objectives—including SSL/TLS encryption and custom DNS routing—
were fully realised. This project stands as a definitive proof of concept for
modern cloud deployment strategies and serves as a foundation for future
implementations involving automated CI/CD pipelines and Infrastructure as
Code (laC)."

In future iterations, | plan to automate this deployment using Terraform to

ensure the infrastructure can be recreated instantly in any AWS region.

Thank you!



